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The United States is in a new battle to conbat the
threats of international terrorism Terrorism attacks both
the physical and enotional welfare of a society. The
enotional conmponent of terrorism demands attention from
| awyers because it can influence the law by altering soci al
standards and normative val ues. | ndeed, our national
| eaders have drawn an anal ogy between war and the threat of
terrorism Qur generation has fought wars on poverty,
illiteracy, drugs, and gangs. |In each instance our |eaders
have conjured the evocative imagery of war.?

As public lawers and public officials with a duty to
act in the interest of justice, our duty is to disclaimthe

sound bites of politics and fervor of fear, and let our
m nds | ead the analysis. The maxi mruns Fiat Justicia, not

Caveat Justicia. On the other hand, “The life of the |aw
has not been logic, it has been experience.”?

Thus, the courts have not been, and perhaps shoul d not
be, immune to the enotions of war. The courts have a
hi story of reactive deference to congressional and
executive authority during tinmes of war. I ndi vi dual civil
liberties logically vyield to the needs of nationa
survival . Nonet hel ess, the American prem se of individua
freedomand liberty tends to resurface when the fighting is
done. As Chief Justice WIlliam H Rehnquist noted a few
years ago, “The <courts, for their part, have largely
reserved the decisions favoring civil liberties in wartine
to be handed down after the war was over.”?3

This history illustrates the pendular nature of the
| egal bal ance between open governnent, defined as a
derivative civil i berty t hat protects citizen

participation in governnent, and security, defined as a
societal interest in avoiding the hostile circunvention of
civil authority. This paper briefly examnes the | egal
structure of the open governnent and security dichotony, as
well as the resultant inplications for the role of the city
attorney.

California’s notion of nunicipal open governnent is
|argely defined in the Ralph M Brown Act (public neetings)
and California Public Records Act (access to governnent
records).* The California Public Records Act is, in turn
model ed on the federal Freedom of Information Act.® This
paper will also look at how these laws will work in the
face of security threats.



In Tinme of War?

The post “9-11" context of this analysis illustrates
the first issue. The courts have prem sed each tenporary
reduction in the protection of civil liberties upon the
exi stence of an energency condition or state of war. For
exanpl e, when Justice Holmes wote for the Suprenme Court in
upholding the <crimnal <convictions of Socialists who
violated Wrld War |1’s Espionage Act of 1917, he coment ed:

“When a nation is at war many things that m ght
be said in tine of peace are such a hindrance to
its effort that their wutterance wll not be
endured so long as nen fight and that no Court
coul d regard them as prot ect ed by any
constitutional right.”®

The “espionage” was publishing a leaflet that on one side
recited the first section of the Thirteenth Amendnent, and
on the other exhorted the reader to assert his rights to
oppose the draft (mlitary conscription), analogizing the
draft to slavery. The courts have since clearly repudiated
so restrictive a reading of First Amendnent rights.

Li kew se, Wrld \ar |1 br ought Suprene  Court
acceptance of mlitary confinenent of all persons of
Japanese ancestry, w thout any finding of probable cause of
espi onage or even consideration U.S. citizenship.’ Justice
Bl ack’s opinion shows the Court was keenly aware of the
constitutional stakes, but nonetheless the exigencies of
war prevailed. Referring to the congressionally authorized
mlitary curfew and exclusion orders, the Court indeed set
a high wartine standard:

“Not hing short of apprehension by the proper
mlitary authorities of +the gravest inm nent
danger to the public safety can constitutionally
justify either.”®

VWhat the Court would not do, however, was engage in an
evidentiary second-guessing of nilitary authority.® The
Court appeared to give sone guidance about the requisite
| evel of war or energency, though the guidance is buried in
a rationalized apol ogy:



“Al'l citizens alike, both in and out of uniform
feel the inpact of war in greater or |esser
measure. Citizenship has its responsibilities as
well as its privileges, and in time of war the
burden is always heavier. Conpul sory exclusion of
| arge groups of citizens fromtheir hones, except
under circunstances of direst energency and
peril, IS i nconsi st ent wth our basi c
gover nient al I nstitutions. But when under
conditions of nodern warfare our shores are
threatened by hostile forces, the power to
protect mnust be comensurate with the threatened
danger . " 1°

Wth the United Nations’ Korean “police action,” the
Suprene Court began to set sone limts on how far it would
go in allomng the exigencies of “war” to excuse
infringement of civil liberties. Wen President Truman
ordered seizure and federal operation of nobst of the
nation's steel mlls in order to avert the war inpacts of a
United Steelworkers strike, Justice Black’s |ead opinion??
rejected a broad assertion of +the President’s wartine
powers:

“The order cannot properly be sustained as an
exercise of the President's mlitary power as
Commander in Chief of the Arned Forces. The
Government attenpts to do so by citing a nunber
of cases upholding broad powers in mlitary
commanders engaged in day-to-day fighting in a
theater of war. Such cases need not concern us
her e. Even though “"theater of war" be an
expandi ng concept, we cannot with faithfulness to
our constitutional system hold that the Conmander
in Chief of the Armed Forces has the ultimte
power as such to take possession of private
property in order to keep |abor disputes from
stopping production. This is a job for the
Nation's | awmakers, not for its mlitary
authorities.”?!3

Justice Frankfurter’s concurring opinion, resting nore
heavily upon separation of powers, comented on the
difficulty of sorting the issues at hand:

“Before the cares of the Wite House were his
own, President Harding is reported to have said



that governnment after all is a very sinple thing.

He nust have said that, if he said it, as a
fleeting inhabitant of fairyland. The opposite is
the truth. A constitutional denbcracy |ike ours

is perhaps the nost difficult of man's social
arrangenents to nanage successfully. Qur schene
of society is nore dependent than any other form
of governnent on know edge and w sdom and self-
di scipline for the achievenent of its ains.”

The point here is that the Courts have shown both
deference to wartinme authority and a wllingness to
guestion the fact of an energency in limted circunstances.

The Laws are Silent: Statutory Security Exceptions to
Open CGover nnent

| mpai rment of open governnment rights may be legally
justifiable when security threats are present. The Brown
Act, for exanple, authorizes both energency situation
meetings without prior public notice and security threat
cl osed sessions. Energency situation nmeetings with only 1-
hour prior tel ephone notice to the press are permtted when
“pronpt action is necessary due to the disruption or
threatened disruption of public facilities.”' The phrase
“emergency situation” means either:

“(a) Wrk stoppage or other activity which severely
inmpairs public health, safety, or both, as determ ned
by a majority of the nenbers of the | egislative body.
(b) Crippling disaster which severely inpairs public
health, safety, or both, as determned by a mgjority
of the nmenbers of the |egislative body.”?®

Public security concerns would virtually always fit within
t hese definitions.

Security threat closed sessions are permtted ”on
matters posing a threat to the security of public buildings
or a threat to the public's right of access to public

services or public facilities.”? The Brown  Act
authorization Jlacks a neaningful verb describing the
conduct permtted in such sessions (e.g., di scuss,

consider, hear, vote), but it is clear that a crimnal |aw
enforcenent official nust be present in the form of the
Attorney Ceneral, district attorney, sheriff, police chief,
or any of their respective deputies.'® The courts will have



to infer perm ssion for sone conduct in order to make sense
of the closed session authorization. In the neantine,
caution is warranted wth respect to any effort to take
action in security threat closed sessions.

The California Public Records Act (CPRA) requires
di scl osure of public records unless one of several express
exenptions applies.?® And, while interpretations of the
CPRA need not conformto the federal Freedom of |nformation
Act (FO A), upon which the CPRA was nodel ed, FO A authority
does “illumnate” construction of the CPRA particularly
when the CPRA is silent.?® Because federal |aw and federa
agencies largely domnate terrorism security jurisdiction,
FO A takes on an unusually inportant role.?

The nost inportant and direct security-related CPRA
exenption is the so-called “law enforcenent investigatory”
exemption.?? It requires disclosure of certain parts of
these records, but explicitly exenpts from disclosure the
fol | ow ng:

“Records of conplaints to, or investigations
conduct ed by, or records of intelligence
information or security procedures of, the office
of the Attorney General and the Departnent of
Justice, and any state or |ocal police agency, or
any investigatory or security files conpiled by
any other state or |local police agency, or any
investigatory or security files conpiled by any
other state or l|ocal agency for correctional, |aw
enforcenent, or |icensing purposes, . . . .”2

The California Attorney GCeneral has opined that |aw
enf or cenent intelligence i nformation and security
procedures involved with gang reporting, evaluation and
tracking are exenpt from disclosure. ? Simlar terrorist
i nformation should |ikew se be exenpt.

California has taken a relatively practical approach
to exenpting infrastructure records, though the precedents
are few. For exanple, the Attorney General has approved
use of the Governnment Code section 6255 “bal ancing test” to
withhold plans and specifications of |local detention
facilities which:

“. . . detail the security locking system
operations, the comunication and surveillance



systens, and the strength of the construction
material s used throughout the jails.”?®

Efforts to exenpt other information upon the basis of

security concerns coul d wel | be probl emati c, but
conceivable and indeed rational in limted circunstances.
G ven the fact that terrorist actions have and will target

a variety of public facilities, great concern has been
expressed about protecting public infrastructure from
att ack. Federal legislation is pending to create a new
Departnment of Honel and Security.?® The departnent woul d be
required to:
‘L. pl an, coordinate, and integrate those
United States Governnent activities relating to
bor der security, critical infrastructure
protection and energency preparedness. . . .”?%

Concerns about information security are a mmjor part
of the federal effort. On Cctober 12, 2001, Attorney
General John Ashcroft issued a new FOA “statenent of
adm nistration policy” superseding Attorney General Reno’s
Cct ober 1993 nmenorandum (attached).?®  There is a marked
shift in the tone of the policy, perhaps not surprisingly,
away from Reno’'s presunption of “paxi num responsible
di scl osure of information.”?° I nstead, Ashcroft bal ances
FOA s purposes wth the need for “safeguarding our
national security.”3 Ashcroft offers to defend agency
decisions to withhold informati on unless they lack “a sound
| egal basis or present an unwarranted risk of adverse
inmpact on the ability of other agencies to protect other
important records.”® In other words, the US. Attorney
CGeneral wll not support over-disclosure of information in
response to a FO A request.

Li kew se, on March 21, 2002, the Bush adm nistration
| aunched a mamssive redaction process ainmed at renoving
“sensitive records related to homeland security” from
publicly accessible sources, including federal websites
(attached).® OVB Watch, a Washington, D.C. -based watchdog
or gani zat i on, lists dozens of previ ously publicly
accessible federal information sources that have been
renmoved from disclosure.®® This information includes data
from private corporations that has been deened sensitive
post 9 11, including hazardous materials and environnental
records.



The source of legal authority for this redaction and
non-di sclosure lies | argely in the so-called FO A
“Exenption 2.”3% Exenption 2 reads somewhat |ike a blend of
the CPRA's internal correspondence and personnel exenptions
in that it exenpts records "related solely to the interna
personnel rules and practices of an agency."*® The May 2002
Departnment of Justice FO A Cuide explains, however, that
the exenption actually allows non-disclosure of internal
practices when disclosure “would risk circunvention of a
| egal requirenment.”3 Thus:

“I'n  1ight of recent terrorism events and
hei ght ened security awareness, and in recognition
of the concomitant need to protect the nation's
critical infrastructure (both its elenents and
records about them), the second category of
information protection afforded by Exenption 2 is
of fundanental inportance to honel and security.”3’

The DQJ C@Guide goes on to suggest an expansive
application of Exenption 2, relying upon the courts “robust
measure of deference” to |aw enforcenment.3 The Guide does
acknowl edge that the issue has “generated considerable
controversy over the years.”?®

The practical problem remains, however, that nuch of
the information now deened relevant to honeland security
has heretofore been public. Five mnutes on the Internet
yields the construction diagrans and engi neering statistics
for the Golden Gate Bridge* and Hoover Danf!.

The City Attorney’s Role

The law will support reasonable |imtations on open
governnent rights in order to protect public security. The
questions likely to be posed to city attorneys will involve
the how s and when’s of non-disclosure. The U.S. Suprene
Court <case law suggests the courts wll never accept
pretextual grounds for non-disclosure. In other words,

clients should be advised that security based non-
di scl osure, even post 9-11, requires a factual basis to
support the concern. Refusal to disclose the |ocations of
openly visible public facilities, for exanple, would likely

be rejected. On the other hand, security plans and
specific facility vulnerabilities would |ikely be protected
fromdisclosure. In short, the city attorney’s role is not

to second-guess the inportance of the security concern, but



instead to insist upon factual information to back it up.
The standard may be as tough as a showi ng of the “gravest
i mm nent danger.”

There is a final wldcard in the analysis. The wars
and energencies presented to the courts have historically
been tenporary events. It seens inpossible to predict when
a war on terrorism mght end. Courts may well Dbe
unsynpathetic to protracted civil Jliberty infringenents
during a never ending war on an anorphous battlefield.
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